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Aea»f hid»fu rd h/Ein cach hodjt A'a»™ng va cong da»¥ng ca»8a TOR cA©ng nh/E° cach ap da»¥ng ca»¥ tha»f cho
trAE°a»eng ha»£p Vid»1t Nam, Tra Mi hd»«i chuya»tn ba Shava Nerad, Giam A'a»‘c A'id»su hanh va phat tria»fn ca»8a
Da»+ an TOR ta%ji Hoa Ké»3. B&%m vao A‘ay A‘d»f nghe cud»™c phé»eng va°¥n nay.

TAC£i xua»‘'ng A'éd»f nghe. Tra Mi: Kinh chao ba Shava Nerad. Xin ba co tha»f gia»i thid»tu s/ |E°a»£c va» TOR?
Ba Shava Nerad Ba Shava Nerad: TOR la nhu lid»$u A'ia»$n toan cé cha»©c nAfng xoa da®¥u va‘:t, da®¥u A'éd»<a
ch&»%o XUAC¥t Xa»© ca»8a ngAE°a»ei truy ca-p khi ha»e ga»-i, nha°-n, hay A'a»sc thdng tin trén ma®jng internet. Ngoai
ra, TOR cA©ng la cong ca»¥ gilip ngAE°a»«i dan &»Y nha» ng qué»‘c gia A'd»™c tai cO thax» f VA a»£t tAE a»eng la»-a
(firewall) A'‘d»f tid°¢ p ca°-n va»»i nha» ng lud»“ng thong tin ta»+ do, A'a chid»eu bén ngoai. Nhu lid»tu nay hoan toan
mid»...n phi. NgZ°a»ei sa»- da»¥ng cha»%. ca®8n Ién ac trang web ca»8a chdng toi la http://www.tor.eff.org, ho&°-c
www.torproject.org, A‘a»f download va»e computer cd»8a minh. Trong nhid»eu trE°a»eng ha»£p, chAE°&Ling
trinh s&°% ta»+ install ngay 14%-p ta»©c, ra%t da»... dang, nh/&°ng cA©ng cé tr/ a»sng ha»£p hZEji kho khAfn
ma»™t ti. Tra Mi: Xin ha»«i TOR gilp che da®¥u A‘a»<a ché»%o truy ca®-p ca»8a ng/Ea»si sa»- da»¥ng, ba°£0 mao-t
thdng tin ca nhan, tranh sa»+ dom ngd ca»8a nhan vién an ninh b4°tng cach nao? Ba Shava Nerad: TOR gilp
Ng/E°a»ei sa»- da»¥ng da¥u A'i A'a»<a ché»%o truy ca®-p ca»8a ha»e ba®tng cach A‘ZE°a nha» ng thong tin trao A'éxei
trén net ca»8a ngAE°a»-i A'6 qua nhid»su server trung gian khac nhau ma chiing toi A‘a°-t tén la cac may relays. Thong
tin ta»« computer ca»8a bacin khi A'/E°a ta»i server tha»© nha®¥t sa®% A‘E°a»£c ma hod. Vi vac-y, nha» ng nhan vién
an ninh theo ddi cac hoa®jt A‘a»™ng trén internet khong thaxf bia%:t A‘ZE°a»£c nd»™i dung ba®jn trao A'a»«i la gi, ha»e
cha»%o bia%: t 1a bacin A‘ang na»‘i ka%: t va»>i mé» ™t server TOR ma thoi. Server tha»© nha®¥t nay khi nha-n
A'/E°a»£c thong tin ca»8a balin truyd»en ta»i sa°% tha»+c hia»fn thém ma» ™t thao tdc ma hoa né» a, ra»“i mami
chuya»fn t»i server cha»8§ tha»© nhi. Sau A‘9, thong tin A'ZE°a»£c chuya»fn té»i mé»™t derver tha»© ba A‘é»f
A'/E°a»£c gia°Ei ma va gar-i A'a%¢n A'd»<a cha»%o NgA°a»si Nha°-n. Asa°; n khi thong tin A'E°a»£c chuya»fn té»»si
server tha»© ba, ngZE°ax»+i ta cé tha»f A'd»ec A'E°a»£c nd»™i dung ca»8a nd, nhZ&°ng khong tha»f bid°¢t A'/E°A»£c
Ngua»“n ga»‘c Xua®¥t xa»© cé»8a thong tin A'6 1a tA»« A'au, ba»Yi A'a c6 sa»+ can thid»tp ca»8a hai server 1 va 2
trAEC&»c A'G. Asd»f lam A'E°a»£c vid»tc nay, ching tdi A'&°-t ra%t nhid»su server trung gian a»Y kha® p n&ji trén
th&%; giami. Tra Mi: Mué»‘n sé»- da»¥ng TOR, ca°8n pha°£i lam gi, thA&°a ba? Ba Shava Nerad: A«a»[ sa»- da»¥ng
TOR méa»™t cach an toan, chiing tdi A'a»s nghé»< ma»™t sé»‘ b/E°a»>c sau A'dy. TrAEa»>c tién, ba%n ca°§n
downdoad ba»™ nhu lid»fu TOR va»e computer, ra»“i install theo h&A°a»>ng da°«n. Tuy nhién, khdng pha°£i Iic nao né
cA®ng ta»+ A'a»™ng va°-n hanh thich a»©ng va»i cac chZ°Zing trinh va ha»t tha»‘ng trong computer ca»8a baojn.
An toan nh&%t ba°in nén sé»- dd»¥ng trinh duya»ft web Firefox thay vi la Internet Explorer. Khi download TOR
va»e computer, ba®in s tha®¥y ngay goc ca»-a sa»e cd»8a Web Browser c6 ma»™t ba°£ng nhéa»e théng bao
ra°+ng TOR A‘a A'/E°a»£c kich hoa®jt hay ngZE°ng hoacjt A'a»™ng. Ba°£ng nay cA©ng gitp ba°in ma»Y TOR Ién
hay t&°t no A‘i trong chZ&°/&ing trinh duya»ft web ca»8a minh. Ngoai ra, ba°jn cé khi cA©ng c&°8n phac£i cai A'a°-t
ma» ™t trinh duya»it riéng bia» 1t A‘a» f khéng bax»< &°£nh h/E°a»Yng ba»Yi java, va cA©ng cd6 ma» ™t vai sa»+ charen
la»+a khéng cho phép cac ch&°Ajng trinh &m thanh, hinh &°£nh (t&»©c multi-media plugs-in) hay tha®-m chi sd»+
cha»en la»+a ftp trong trinh duya»it c6 tha»f lam 1&»™ A‘d»<a cha»%. ca»8a bain. Ba%¥t ca»© llc nao c6 tha»f, ba%in
cA©ng nén sé»- da»¥ng ph&°Aing phap ma hoa ngay la°-p td»©c ba°+ng cach sa»- da»¥ng https hay ma hoa email
va néd»™i dung chat, nh/&E° sa»- da»¥ng gmail cha®ng hajn vi gmail cho phép ba°jn ka:t na»‘i ba°+ng https. Ba»Yi
14°%, du ph&°8n ma»sm TOR c6 tha»+c hid»tn ma hod trong cac giai A'04°n chuyd»fn ta°£i thong tin ta»« ngAE°&»ei
ga»-i A'a%; n ngAE°a»si nha°-n, nhAE°ng ta»i giai A'0&°n thong tin A'/E°a»£c may cha»§ tha»© ba chuyd»fn tém»i
A'é»<a ché»%o Nha®-n cué»'i cling thi khéng tha»f ma hoa A'E°a»£c tra»« khi chinh ba°En than ngAE°ax»«i ga»-i la baljn
A'd sa»- da»¥ng phZE°/Eing phap ma hoa ta»« A'4°8u. Ba%in ca®8n IZE°u y A'd»sc kéd»! cac thdng tin cha»%. da°«n
trAE°a»>c khi ta°Ei TOR vaxs vi va%¥n A'dx»e khdng cha»%. la cai A'4°-t A'/E°A»£c nd, ma la pha°i sa»- da»¥ng
A'/E°a»Ec N6 ma»™t cach hid»tu quaCE. Nha»> xem trinh duyd»ft web ca»8a ba°in khdng cd nha» ng sa»+ la»+a
ché»en ma tdi va»«a A'd»e ca°-p té»i khi download ch/ZE°ZEjng trinh va»e. Ma» ™t khi TOR A'a A'/E°a»£c ta°Li va»e
A'ling cach, ngZE°a»si ta kho co thax»f 14°8n ra Aa»<a cha»%o ca»8a ba°jn ma»—i khi bajn truy c&°-p vao majng A'a»f
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thu tha°-p hay phax»e bia®,n thong tin. Thac-t ra, cAO©ng c6 kha°£ nAfng bain bax»< cong an truy ra A‘a%¥y, nh/E°ng ha»e
Ph&CEI MAC¥t raC¥t nhid»eu cong sa»©c va tha»si gian. Khéng c6 cai gi hoan toan khong ré»8i ro, nhZE°ng vac¥n A'a»s |a
b&°jn bid%: t cach xoay sa»Y A‘a»f gid°£m thid»fu ta»‘i A‘a nha» ng ra»8i ro co tha»f xa°Ey té»si. Tra Mi: Nha» ng c&£°
dan macing ta®ji cac nAE°a»>c kia»fm duya»it internet ga°t gao nh/Z° Via»ft Nam mua»‘n c6 nhu lia»fu TOR va»e
may cé»8a ha»s A'a»f séa»- da»¥ng, ca°8n I/E°u y nha» ng gi? Ba Shava Nerad: &»Z vai quéa»‘c gia, hai trang web
A'd»f ta°£i ch/E°/Ejng trinh TOR vé»e la www.tor.eff.org va trang www.torproject.org cA©ng ba»«< chinh pha»§ A'a°-t
tAE°a»eng la»-a ngAfn cha®n A'a»f ngAE°a»si dan khong vao A'E°a»£c. N&°% u baljn khong vao A‘ZE°a»£c hai trang
nay, thi va®«n c6 nhid»eu trang web khéac trén internet c6 b&°En copy cé»8a software nay cho maxei ngA°a»«i download
vé»s. B&%n nén tim cac trang web A'G trén net. Ngoai ra, cA©ng c6 nhid»eu ngE°a»si c6 A'ZE°a»£c TOR nha»e bain beé
cho mZE°a»£n ba°£n copy ch/ZE°Zjng trinh ma ha»s A'a sao chép ra A'A©a. T&%i nha» ng nAE°a»>c kid»fm soat
internet ga° t gao, khi ba°jn ba»< phat hia»1n trén may tinh c6 ch/E°/E{ng trinh ba°£0 ma®-t TOR cA®©ng c6 tha»f 1a
ma» ™t cai td»™i. Cho nén, A'd»f an toan hZEjn nd» a, nhid»su ng/A°a»«i download va install TOR trong cac USB hay
vao A'A©a ca®¥t rieng cha»— khac, A'a»f phong khi computer ¢ ba»< ta»<ch thu thi cA©ng khéng ba»< phat hia»1n la
c6 sé»- da»¥ng TOR. Ta%ji A‘a»<a cha»%. www.globalvoicesonline.org, cé h/E°a»>ng da«n ca»¥ tha»f va»es cach
sé»- da»¥ng TOR A'a»f truy ca-p va pha»e bid°: n thong tin trén cac trang web hay trén blog. Nhid»su ngZE°a»si taCji
Vid»ft Nam A‘d vao trang nay A'a»f A'E°a»£c cha»%o da’«n dung TOR ha°8u ba°£o A‘4°Em an ninh ca nhan ma»—i
khi 1én internet. Tra Mi: Ba va»«a trinh bay nha» ng Z£°u A'ia»fm ca»8a TOR, th&%; con nha» ng khuya°st A'id»fm thi
sao &4°%? Ba Shava Nerad: TOR gilp chuya»fn ta°£i nd»™i dung trao A‘a»«i trén ma®jng ca»8a ba°in qua nhia»eu
server khac nhau A'a»f xoa A'éd»<a cha»%o ga»‘c, nén qué trinh nay cA©ng cé tha»f khia°¢n cho sa»+ truy ca-p
internet ca»8a ba°jn ba»< cha®-m A‘i A'6i cht, gia»‘ng nhZE° khi ta mué»‘n lam vid»tc gi an toan, cha® ¢ cha® n thi ta
pha°£i 1am cha°8m chal-m, ta»« ta»'n va®-y ma. Tra Mi: Ng/E°a»ei sa»- da»¥ng TOR cA©ng khéng c4°§n phac£i
A'Afng ky ma»™t tai khoda®£n riéng var»»i tén truy c&°-p va mac-t kha’©u, phac£i khong &°j? Ba Shava Nerad: Khong
ca°8n pha®£i A'‘Afng ky gi ca°£. Va, do cach tha»©c xa°¢,p A‘a°-t qua trinh chuya»fn ta°£i thong tin ca»8a TOR, cho du
c6 ma» ™t server nao trong sé»* 3 server trung gian ma c6 la an ninh maejng tra hinh A‘i chAfng néa» a thi ha»s cAGng
cha»%o bia%:t A'E°a»£c 1a c6 ngAECa»ei diing TOR, cha»© khong bia%:t A‘ZE°a»£c na»™i dung trao A'a»«i vi thong tin
A'a A'/E°a»£c ma hod ngay ta»« ban A'a°8u, con khi thong tin A'a%; n server cué»'i cling thi co tha»f bid%:t A'a»+/Ejc
né» ™i dung, nhZE°ng 1a%ji khéng bia®¢t A'/E°a»£c ngua»“n gar‘c XUAC¥t Xa»© ta»« A‘au. Tra Mi: A« cé ghi nh&e-n
trAE°&»eng ha»£p ndo sé»- da»¥ng TOR béx»< an ninh ma®jng truy ra A'E°a»£c ch/&°a, th/&°a ba? Ba Shava Nerad:
Cha»%o c6 vai tr/E°a»eng ha»£p nha» ng ngA°ax»«i td»+ nguya»fn lam server trung gian ba»«< phiad»en ha, r° c ra»i
va»si chinh quya»en sa»Y tacji, cha»© ching t6i chZ°a c6 ghi nha®-n tr/E°a»eng ha»£p nao sé»- da»¥ng TOR ma ba»<
ba&°t ba»> ca°£. Tra Mi: Xin chan thanh ca°£m Zjn ba A'a danh tha»ei gian cho cua»™c pha»eng va°¥n nay.
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